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Abstract

The World Wide Web and the mteinct have been pivotal i tacilitating global shanng ot ideas
mtormation, and  resources over the past few decades Recent advancements e network
technology have further bolstered this tend, revolationizing not only the T sector but alvo
enhancing people's protessional hives The advent ot technelovies Iike SG and Web 3.0, often
referred 1o as the semantic web, has completely transformed mternet access and cngagement
leading to rapid changes in information dissemination and user mteraction. The evolution from
web 1.0 to web 3.0 and the progression of network technology from G o SG have resulted i the

development of numerous intelligent and context-aware dpplications across various sectors such

as education, healtheare, transportation, loT, agriculture, and energy. While SGoofters higlh

speeds, low latency. and widespread device connectivity. challenges remain regarding web 3.0

integration, privacy, security, and cost This study explores the advantages and disadviantages of

5G as a trontier for innovation and connectnvaty. enabling web 30 g expand s reach acros

vartous domains.

Keywords: Wb 3.0, 5G, IoT, Network Sccurity, Semantic Web, High Speed Internet.
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¢ emergence of 5G technology is poised to bring about g revolutionary  ship
introducing new applications ¢ > ' '
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cohnolosies show  great promise and  are expected 10 dnive the
development of apps that operate more intelligently automatically communicating wah users and
other devices. Due 1o their low latency. high security and privacy standards, and extensive
connectivity,  these technologies have  revolutionized vanious  fields, inciuding  education,
heaithcare, transportation and development operations (7 9. 10]

However, integrating SGowith Web 30 presents certain comphceations, particularly
regarding accessibility The cost of establishing SG infrastructure 15 one of the major challenges
for some businesses and goremments i adopting these technologies Additionally,

there are
coneeins in society about potential health risks associated with 5¢ technologres, which are not
widely accepted | N0

5G's Potential

The transition to 5G has not only accelerated device connectivity but has also introduced new
utihity arcas that have already begun 1o change and will continue 1o transform hfestyles. The
concept of the Internet of Fyerything (10F) has emerged from the high speed. low latency, high
network density, and improved energy efficiency of 4G. These ady

ancements have cnabled the
connection of virtually anything. In conjunction with smart network technologies. the Internet of
Everything (IoE) encompasses a network of networks that includes people, objects, processes, and
data [10. 11, &12]. This Innovative

concept will streamline the execution of simple

and complex
tasks m daily hfe, making them more mtuitive and efficient. Consequently, it has fostered a
distinct culture where there s iteraction betwee

n people and machines, machines and people,
people and machines. and machines among themselves [13].

Web 3.0

Phis represents the internet of the future, which will give rise to decentralized soctal networks that
prentize igh privacy and user data control. In this future, businesses will no longer hotd
exclusive rights o offer services. instead. mdividuals will communicate on netw orks based on
reir own needs and preferences: Machine fearning wall be crucial in enabling indi iduals 1 share
al data without relying on centrahized networl, Additionally, networks will provide it
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 nenwork helpers such as chatbots, pergopg| assistants i

jecarning Will also facilitate machine-to-mac
processing results. Web 3 boasts a variety o

poce f fedtures, with some of the most si
includaing.-

Decentralized Socia] Networks
Block-chain Marketplaces
Personalized Recommendation
AutonomousAgents

*  Open Data

* Smart Contracts -

Enhanced Security and Privacy
*  Decentralized Identity

* Distributed Cloud Computing

* VRand AR

 IoT

* Digital Asset Management

« Machine to Machine Transaction

« Knowledge Graph

Applications of 5G for Web 3.0

Web 3.0, often dubbed the next gencration of the internet, prioritizes high privacy, security, and
user control over data, while 5G enhances mobile connectivity speed. Together, they have the
potential to simplify complex issues. The following points provide a brief overview of several
potential applications of Web 3.0 facilitated by 5G in various areas:

e Decentralized Finance (DeFi): These are blockchain-based financial applications that
enable lending, borrowing, and other financial activities without intermediaries. They
primarily usc crypto-currencics, which carry high risk, high intcrest rates, and arc pronc to
common coding €rrors.

e Autonomous Organizations: This technology helps to develop decentralized, member-
governcd organizations that will run on smart contracts.

e Virtual and Augmented Reality: This technology merges the physical and digiltal realms

to produce immersive digital experiences.

748
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Diﬂributcd Social \('I\wrl\s: Fhese are sochl networf owned gy, GPCiated |y, Unery

diktribuling content wiihoy, the need for centralyzef Plattory,

SCIf?Sf)\-'crcign Idcntit): Chis term refers g drgital dentitye used fo YEUCaton gy

uulhcmjcanon. Owned ang Managed by 4 sigle ndividoy |
¢ ("".\’Pto-currcncy and block~chm‘n trnns:u‘linm: Web 19 Utth 7y hlmk(-hnm

!cchnologics (O ensyre secure ransactions. hile 5¢; Provides apid respog conlmatyon,
Withoyt lalcncy.

*  Conteny deh’very: Web3 g Wil prodyee dsubstantyy Amount of [y meluding ety
definition audio, vide, and imagey, Which wij Fequire aceesy through g s¢; nehvork

. I)cccntrali'/,cd cloud ang edge COmputing: |, devices can Process data ney, the devige
oruser due S5G high Speed and [ow latency Fhey cap also store this Processed daty o
the cloyq for futyre usc,

. Highly safe angd Private communic:llion: 5Gwil) provide high SCCurity gy Privacy
featureg for web3.() applicationg' data through (13 use of State-of-the gy eneryption
protocols.

o Dcccntralized Apps: Web3 ) Provides g range of dcccnlruli/,cd applicationg that function
on block chain Nctworks. The high speeq of 5G cnables (hege applications interacy jp
real-time,

Future Trends of 5G in Wep 3.0

It s widcly recognized thy technology plays crucial role |y, the ceonomic growp, and \

Sustainable dcvelopmcnt of any country. 5G network tcch:m!ogy has the potential (o signiﬁcanlly

enhance innovation and Productivity across al] scctors, leading (g Substantiy| Jjob Creation, Some

key points Iegarding thjs gre outlined beloy-.

* The global 5 Mmarket g projected to reach $667.9 billion by 2026, with , Compound anpyy,
growth rate of 122 39 from 2020 to 2026, (Source: Markets and lerkcts) * In the United
States, 5G nctworks are anticipated ¢o cover 75% of the Population by 2025 (Source: CTIA)

* 5G speeds are 20 times faster than 4G networks, wip potentia| Speeds of up to 19 Gbps.
(Source: Qualcomm)

* SGnetworks can support up o | million deyiceg Per square kilome(er. sigznit'rc:nnly More

40 networks, thys offering greater cf??c‘iL'ncy, (Source: Erics.\‘on)
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The global market for Web 3.0 is expected to reach $3

8 trillion by 2030. (
Sullivan) * The low latency of 5G enables technologies like self-driving
o

| vehicles, remote
surgery, and augmented reality. (Source: Ericsson)

Source: Frost &

less power than 4G networks

| , resulting in significant
environmental benefits. (Source: Huawei)

A Gartner survey predicts that 75% of enterprise applications will use Web 3.0 by 2025.

(Source: Gartner) * The number of active blockchain wallets has grown from 6.7 million in
2016 to over 70 million in 2021. (Source: Statista)

The global blockchain market size is expected to expand from $3 billion in 2020 to $39.7
billion by 2025, with a compound annual growth rate of 67.3%. (Source: Markets and
Markets) = A Deloitte report indicates that 92% of survey respondents believe 5G will be

important for their organization's digital transformation. (Source: Deloitte)

e The number of 5G connections worldwide is forecast to reach 3.5 billion by 2026. (Source:

Statista)

e The number of Internet of Things (IoT) devices is expected to reach 41.6 billion by 2025, up

from 8.74 billion in 2020. (Source: Statista) [17, 18, 19, 20&21]

Description Estimated
e Value/Impact
e (2023)|Global market size of Web 3.0{$3.2 billion USD
W3 DIMEEEESEEE : technologies. (Source: Grand View
Research)
5G Infrastructurc Projected global investment  in 5G|$1.3  trillion  USD
Investment (2023-2027) infrastructure. (Source: GSMA)
Reduction in dApp Estimated reduction in transaction latency|Up to 90% (Source:
e

Transaction Latency (5G vs.|for decentralized applications with SG|Research by Ericsson)
42) compared to 4G.

Estimated increase in the number of[Up to 5 billion users
Growth of Metaverse Users |metaversc users globally by 2030 with|(Source:  Report by

by 2030 (using 5G) significant 5G adoption. e

in 10T Device Estimated rise in the number of connected |Up to 75 billion deylces
Increase In 0b 2030 (with |Internet of Things (1oT) devices by 2030 |(Source: IHS Markit)
gjgr)mectlons y due to the widespread deployment of 5G.

ble above illustrates how Web 3.0 and 5G technologies are revolutionizing businesses and
The table above . ] )
dustrics. These tcchnologics arc cnabling decentralized ToT. blockchain, real-time data analysis,
industrics. - '
ous vehicles distributed cloud computing, immersive VR/AR experiences, supply chain
autononmous )

; d - -nance, linancial inclusion, and more.

s .oy management, c-governance, i ,

mzumgcm(,nl, cncel :.y 5 750
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Challenges

Web 30 and 5G are in their carly stapes and offer numerous benefits when used together.

Howaver, these echnologies also encounter several challenges, Establishing the infrastructure for

SG imvolves expensive hardware and requires technical expertise. Additionally, Web 3.0 wil

sERCRIe a large amoung of data that could congest the network and give rise to new legal and

reRulaton concerng, New sets of protocols and cryptographic algorithms i be needed to

securely and prowptly transmi data. Moreover, understanding and developing new applications

Wl present challenges, ncluding cnvironmental impact and the digital divide, among others.

Conclusion

This paper tughlights the significant potential of integrating Web 3.0 with 5G, yet acknowledges
several obstacles 1o (heir full utilization, Key challenges include user acceptance and awareness,
scalabiliny Sustamability, privacy and seeurity, high cost. standardization, interoperability, and the
digital divide, Bridging Coverage gaps and addressing the digital divide ar

€ crucial for expanding
3G deplovment. Robust Seeurtty measures are

essential to protect information angd financial assets,

while addressing Privacy concerns is crucial for ensuring

accountability and transparency. The
fragmented ccosystem and ey olving regulatory landscape

POse uncertainties for businesses and
developers, botentially hindering

innovation and delaying

the rollout of NeW services and
apphications. Achieving scalability and susta;

USer base without compromising performance,
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ABSTRACT

The Internet of Things (IoT) connects and improves crucial global technologies like sensor nodes. The Internet is
evolving from a human-centric network to one that enables inanimate things to wirelessly communicate with one
another. The lifespan of an IoT network may be affected by the energy requirements of its routing protocol. Data is
transmitted through the internet, and it may compromise the security of the data. An attacker can access the data and
modify the data in order to break the security of the network. Although various solutions are available, such as
cryptography and steganography-based approaches, none provide secure data transmission in large-scale networks with
low energy consumption. Blockchain technology plays a vital role in the prevention of network malware. In this paper,
an attempt has been made to propose a credit-based mechanism for secure data transmission in an efficient manner with
low energy consumption. In order to achieve optimal results, the proposed framework uses blockchain for data security
and credit distribution to avoid delays. The proposed framework has been simulated using the Contiki Cooja (CC)
simulator. The efficiency of the proposed framework is measured by comparing its performance with state-of-the-art
techniques.

Keywords: blockchain; IoT; routing; attack; credit and security

ARTICLE INFO 1. Introduction

Received: 29August 2023 . o . . .

Aiccpted; 20 seitembergozg, IoT is a global network of individually identifiable physical

Available online: 12 December 2023 items (e.g., gadgets, machines, appliances) embedded with

COPYRIGHT electronics, software, and sensors. Without any human interaction,
. . ] . .

Copyright © 2023 by author(s). IoT devices may share data via the web'". The information

Journal of Autonomous ’"’e”"ge"”lilshl generated, analyzed, and choices made by the IoT are all related to

ublished by Frontier Scientific Publishing. i . . L.

%lis work is licensed under the Creative the linked items. The full promise of IoT-based applications has not

Aol Al‘:‘:b“‘i"nzgg";;’,“ﬁfgef;;' 4.0 yet been realized, however, because of security issues arising from

ternational License - U). e
https:/creativecommons.org/licenses/by- the sensitive nature of the data handled by such apps'.
S Unfortunately, blockchains have a high computational ;equirement

that is challenging to achieve in a scenario where there are little
available resources for the IoT. It is expected that IoT devices would
be needed to participate in a blockchain consensus process in the
future”), despite the fact that they are now unable to do so. One
approach to do this is by hardware acceleration of the most
computationally costly section of the protocol, which is often a large
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» number of iterations through the cryptography-based approaches and hash fu

- on ) ncial
Each participant in a blockchain network stores their own copy of each transaction w.h eAril af;l::]able
dealings are open to public view, making it easy to spot any alterations. Imagine a city PP
parking spots are updated in real time online. When sensors find a vacant parking spot, they no desinp
database. The authenticity of the sensor readings has been compromised. By removing the mi A ) i
blockchain network of linked devices can guarantee that unaltered, real-time data from sensors reac es a
nodes in the network. The blockchain also makes it possible for IoT gadgets to independently exchange data
and make choices!s). In addition to digital currency, the Ethereum Blockchain may be used as & platform for
the creation of decentralized apps through the deployment of executable scripts known as smart confracts.
The Ethereum Virtual computer (EVM) is a virtual computer used to execute such programs; it provides a
layer of abstraction between the program and the underlying hardware!".

Security issues including single point of failure, trust, and privacy are raised by the current trend toward
centralized IoT systems. The blockchain’s use of cryptography allows for reliability to be maintained without
the requirement for a trusted third party. Recent interest in BIoT applications has been driven by the
technology’s promise to enhance privacy and security!®,

Data from the smart home’s heterogeneous IoT devices, which might be of varying sizes and types, are
communicated to the smart home gateway in a gateway-style BIoT architecture. The suggested design calls
for a smart home gateway that can precisely regulate the IoT and process data as instructed by the user.
However, there are restrictions on the suggested network design due to the increased computational
complexity introduced by blockchain transactions?.. Different BIoT devices and organization applications
are depicted in Figure 1. BIoT architecture, which aims to address computational complexity challenges.
The suggested architecture relies on the Ethereum Blockchain since it is the only solution now available that
can serve the general public. The Ethereum Blockchain also facilitates cryptocurrency payment via the Ether
token, in addition to blockchain programmability!].

BloT-Blockchain Layer

programming interlace, Big data
analytics, consensus

Network Layer

Aufornation

CDmuqica@ Resource
Data.
Processing

§ ]

Figure 1. BIoT architecture.




Numerous devices capable of communication, computation, and (
physical layer Madules for identity management, consensus, and P2P ¢o
typrcal services that may be found in the 10T blockehain service layer,

ala storage make up the loT’s
Mmunication are 4| cxamples of

In addition, the distributed ledger is replicated on every BloT device, so that any changes mad
10T network are reflected in the network within minutes, if not seconds. Blockchain’s big data analytics
module can cffectively store and analyse this data online, which is especially useful since IoT devices

penerate enormous amounts of data thae cannot be managed with conventional techniques.

Multiple transactions are recorded i structured ledges, necessitating further data analysis. Smart
contracts are another essential clement of blockchain technology since they allow for autonomous choices to
be made based on predefined parameters. An intelligent hgreement is a piece of blockchain-based software
that takes action based on the fulfillment or validation of predetermined conditions. The management of
consensus 1s also an mtegral part of the coupling of blockchain and BloT. The network’s integrity relies on
the central server's diligence in monitoring all of the nodes, It is possible for BloT apps to use the APJ o
connect to blockchain services. BloT applications and data visualization processes make it possible for

decision-makers (0 make informed Judgments using data collected from actual BIoT devices at the
application layer,

With the cloud computing layer in place, the company may greatly increase its storage capacity without
investing in more on-premises servers. Information may be gathered from various sources and mediums, and
it can be accessed from anywhere at any time!!!),

The major contribution of (his paper is:

*  Toexamine the role of BloT in secure data transmission for large-scale networks.

*  To provide a credit-based framework for secure and fast data transmission in the IoT

*  To provide a mathematical analysis of the proposed framework.

¢ To provide simulation results obtained from Cooja Simulator and compare the results with state-of-the-
art techniques with performance metrics such as energy consumption and transaction cost.

The paper is divided into five scctions. In section 1, an introduction to BIoT has been presented, along
with the basic architecture of BloT. Moreover, the contribution of the paper has been presented in this
section. Scction 2 discusses the review of the literature on different existing techniques based op BIoT that

parameters, and performance metrics. At last, in section 5, the conclusion of the paper has been presented.

2. Related work

In order to construct goal-driven loT systems that may autonomously Self-adapt to security threats in
their surroundings (ASSERT), Alkhabbas et al.['? suggest a distributed architectura] Approach. ASSERT
makes use of methods and concepts including agents, feedback loops, and blockchain to keep systems safe
and increase confidence in their adaptations.

To reduce power consumption, Ahmed et al,['?] presented framework that uge a cluster-level data
aggregation technique. With blockchain embedded into a cloud server, the edge may be validated by the
blockchain to guarantee the sccurity of the services provided to IoT devices in real] time. Finally, they
simulated the system to determine its performance and compared it to that of more standarg evergy -efficient
methods,

A safe and trustworthy algorithm driven by blockchain technology was presented by Sodhro et al ('),

The suggested technique introduces a chain of blocks that uses less Power, fewer cores, and somewhat more

3
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. T cve addition, ¢
minimize energy consumption in Industrial internet of tlungs(nf) T) sy St?ms' In ‘u: s and disadvantages
already out there, study, debate, and compare the works to investigate their advantages & )

" 5 anllol (o Y
The blockchain-based problem was examined at extent by Fema‘ndO and Sarav “_mid“l “\::;; :\::;l
solutions that included improving the blockchain’s consensus mechanism and employing “"“‘: v intondive
sources to reduce the network’s carbon footprint. Blockchain technology has to ex.p‘lore less cnu.},_\ "T c.""‘ ‘
alternatives to improve its ethical and industrial compliance and increase its flexibility across all industries.

. . . 17] Q p At 1

For effective communication in industrial NIB applications, Sodhro et al.! p‘mxcnt :u\x ML Qm cul

mobility management approach. Similarly, Zahid et al.'"*! provide a state-of-the-art architecture for smart an
connected healthcare that concurrently improves energy economy, battery life, and dependabiluy.

For edge computing enabled IoT, Wang et al.l" presented a framework that uses a seourity label,
comprising the task’s security level (SL) and its completion criteria, is intergraded into the block header to
limit the ability of task receivers. In addition, BSDA protects against privacy leaks by segmenting critical
tasks and task recipients.

Zhang et al.”® presented an enhanced efficient-aware method (EEA) based on self-adaptive power
regulation to reduce energy demand and increase the battery’s useful life and improve its dependability.
Finally, propose a layered, DL-driven design for IoMT. A fourth proposal makes use of wireless channel
characteristics and body postures to simulate the energy consumption of [oMT.

In order to increase the scalability and decentralization of the prosumer grouping mechanism in the
context of peer-to-peer energy trading, Ali et al.?!! propose a framework, an adaptive model that makes use
of blockchain technology. Prosumer groups may be formed and transaction data can be stored using smant
contracts.

In order to establish the amount of support and the attained satistaction for loT multimedia servi
Singh and Lee!® undertake a research of numerous self-adaptive security technique
analyze them based on crucial, security criteria.

s,

s for ToT waliimedia and

To counteract the risks to data privacy and security posed by [oT networks, Satamraju and Malarkodi!™"

created a framework, a novel paradigm that combines the two technologies. Integrating authentication of
devices, permission and access control, and data management are all tasks that be

nefit greatly from the usage
of smart contracts.

Rasolroveicy!®lstudied the latest findings in the field of Blockchain and 10T research, as well

as self-
adaptive systems and the documentation of various Blockchain platforms.

Wu et al.” build an optimistic scenario on top of blockchain te
approach to the problem of energy usage balance optimization across s
corresponding ratio of approximation is studied. There have been
evaluate the overall energy demand optimization approach vs the

chnology and propose an analytical
everal mobile devices and tasks. The
various simulation experiments that
random technique.

Blockchain-based framework of an initial investigation by Yuan and Wang®™! They discuss the
connection between B2 ITS angd PtMS, keeping in mind that blockchain is one of the protected and
trustworthy architectures for constructing the recently established parallel transportation management
systems (PtMS).

Articles proposing IoT security solutions are surveyed by Banerjeo e
things, including the dearth of readily accessible 1oT datasets for w

professionals.

t al®™"! The authors note many
s¢ by academics and industry
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A maore acourate evaluation of HD i possible with the use of an JoT platform developed by Sybg, o ¢

P

al ™, which employs 2 baysean mechamsm Vital indicators, such as electrocardiogram (Fs o, 1d blood

pressure, are recaorded and vent v . wornipater wiitle the patient wears the wnstwatch and pulse ve: sor gadget

Javaid and Sikdar™ propese a blockeham archieciure based on 2 block checkpoint mechanism and ,
dynammic proof-of-work convensus, The checkpoint establishes a distinet way to produce the next block hash
in the blockchain

Rana et al "™ exarmines the current developments of varnious BloT architectures, paying special attention
1o the technology, applications, difficulties, and possibilities that have arisen in this field. The Chinese
remainder theorem (CRT) based approach is suggested and compared to the secure hash algorithm (SHA-256 )
for use in encrypting and generating keys for elliptical curve cryptography (ECC).

3. Proposed framework

This section has introduced the propoved framework for ensuring the safety of IoT data transmissions.
This framework involves assigning and exchanging credits to nodes based on their past history of data
exchange within the network. These credits represent value within the 10T and can be used to reward nodes.

In the first phase of proposed framework, all nodes are set up to be equally weighted conr-ibutors to the
network so that routing may begin. At this stage, nodes receive the resources and TTL values they will use
during the routing process. After the network has been set up, messages are sent between nodes using sender
nodes and forwarded using relay nodes, Initiating the routing procedure also stimuli the agent node. An agent
15 a relay node that keeps track of how many bundle requests have been sent. It also keeps a database of each
node’s trustworthiness. Our suggested approach uses a round-robin distribution method in which messages
are sent from one agent node to another, Here, the agent gathers up all of the requests at once and then sends
out the requests as a group to cach of the other nodes. Nodes calculate the trustworthiness of the following
node based on the messages they’ve forwarded to it. When nodes relay messages, this trust value is also
modified. The Figure 2 illustrates how the proposed approach works, which beging with the deployment of
nodes at random to start the routing process through the COAP routing protocol. In addition, a node
designated a3 an agent is made active and tasked with determining the trustworthiness of cach node in the
network. If the source node’s packet id (S packet) matches the destination node’s packet id (D_packet), then
the node is trusted; otherwise, it is labelled as malicious.
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Figure 2. Propased framework,
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Mathematical model tioned algorithm. Here trust value (1v) of

: . . ical analyvsis of above-mentd = ' S el

This section provides mathematical analysis 0 < of initialization of total number of packets

each node (N is calculated. The trust value is fetched on the basis of ‘m_ ‘3 ckets ;t r;eiver side(R_packet) as

at sender side (S_packet) in perspective of delivery of tomal number of

depicted in Equation (1).

Transmitted 1)

" Received N ckets (E_initialized) is a
In this case, as shown in Equation (2), the estimated number of mma‘hsed packen { 'I?h sum of the

function of both the Preparation stage (T _preparation) and the used time (T_u_sed.). t;m ghout the

Preparation and used times reveals the sum of messages that were started and maintained ugho

communication.

tr = — Initialized

@

Eim’:i:.iized_r- = Tpreparau'on X Tusea
The likelihood of 3 message being delivered successfully Using Equation (3). we can determine ‘P(D)-
Specifically, think about the scenario where S is the event that a message is distributed and T is the
occurrence that node is not malicious. To conclude, we employ Bayes' Theorem to
P(T)P(S/T) 3)
P(T/S)
P(S/T) = Checking with local tv to see how much a node is malicious. Here, we’ll assume the node is
not malicious by giving P(T/S) as 1. The computed tv value is then written to the node's buffer storage.
Agent node performs tv verification to ensure the node can be trusted.

4. Results

The proposed framework has been simulated with Cooja simulator. The Cooja is based on C
programming and it is open-source platform for simulation. Figure 3 depicts the simulation scenario of
proposed framework. The Sky motes nodes are varied from 10 to 30 in the interval of 10 for performing
simulation. Furthermore, the Table 1 depicts the parameters used for simulation in Cooja simulator. The
nodes communicate using Constrained Application Protocol (COAP). It is a designed for use with
constrained devices with low power and low-power, lossy networks like those found in the IoT applications.
COAP is intended to provide a lightweight and efficient way for these devices to communicate with each
other.

P(D) =

Table 1. Simulstion perameters.

Simulation parameters Values
Range 50m

0os Contiki 2.7
Simulation duration 60 minutes
Routing COAP
Node Sky mote
Topology Linear
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Figure 3. Deployment of nodes.

Figure 4 depicts the simulation scenario of the proposed framework when the number of nodes is 10.
Whereas Figures 5 and 6 show the simulation of 20 and 30 nodes, here the blue line shows the actual
message transmission, whereas the green circle shows the range of nodes.
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Figure 4. Data transmission during 10 nodes scenarios.



Figure 5. Data transmission during 20 nodes scenarios,
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5. Conclusion

The critical naturc of most IoT resources makes them vulnerable to security breaches. To prevent
network attacks, it is necessary to apply blockchain to the IoT network in order to achieve secure data
transmission. This paper provides a secure framework that uses a credit-based method in which some credits
or rewards are assigned to the node for the successful delivery of messages. This credit distribution method
is really beneficial for fast and secure data exchange in the [oT. In the proposed framework, the malware is
detected based on the past history of nodes by checking the number of messages it actually transferred in
perspective of the total messages it received. The simulation of proposed framework has been performed
using Cooja Simulator, and results depict that in proposed framework, the energy consumption is less and the
rate of transaction cost is higher as compared to the existing technique. The healthcare and intelligent
business sectors are two possible applications of our work. A potential next step for this research is to
examine how well the proposed service model integrates with other loT frameworks. The suggested method
will be evaluated and refined in future work to ensure its applicability to the actual BIoT system,
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usability, interoperation ability, connectivity, security,

In t?lis paper I, investigated new research directions and
their mobility. When mobile applications testing are beco

: : ming so extraordinarily adoptedin the field of IT and androids
1tis still unclear if they deserve any specific testing a

to ensure quality in functions, behaviors, performance,

and privacy.

ideas on mobile applications testing process, challenges and

I.INTRODUCTION

Mobile is a moving device and mobile applications refers to
the software which is being used in Smart phones, which is
also known as Smart mobile terminals, are high-end mobile
phones that are built on mobile operating systems and offer
advanced computing and connectivity. Modern smart phones
have stronger processors, growing memories, high resolution
touch-screens, richer sensors, GPS, high-speed data access
through wi-fi. Mobile applications, also known as mobile apps

in shorts, are software applications that are developed to run
onsmartphones and mobile devices.

The basic Comparison between desktop and web
applications, mobile applications have to deal with specific
challenges. Mobile applications have to process inputs from
users as well as inputs from constantly changing contexts. In
additionally, smart phones and mobile devices are still
limited in their resources compared to modern personal
computers and laptops using networks. Further, there is a
large diversity of mobile operating systems, and the same

operating system gets upgraded regularly and in relatively
shorttime periods.

P
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Web deat

Figure: Mobile Networks
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The exponential growth of this market and the criticality of the
mobile app developed impose an increased attention to
dependability aspects of applications which is being running
on them. As demonstrated in some studies on mobile
applications are not bug free and new software required to be
test in technological aspect. Those applications are mobile
applications different from traditional ones, so to require
different and specialized new testing techniques.

2.0bjective AndTesting Environment

The main objectives is functionality and behavior including
device-specific functions such as gesture interaction, QoS
requirements, usability, better security features, and Privacy.
Web app testing aims to validate the quality Qf mobile ng
apps using different Web browsers on diverse mobile

‘ devices. Web apps usually provide usexrs with a thin mobile

client to access online functions from the back-end server.
Thus, in addition to functionality and behavic?r. QoS
requirements, usability, security, and privacy, mo.b‘xle Web
app testing focuses on connectivity and interoperability.
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The testing environment underlying mobile platform or
operating system constitutes the testing environment. To
achieve effective automation, testing solutions should be
compatible, deployable, and executable on multiple

platforms. In mobile apps, the underlying Web browser is the
testing environment may become better one.

3.Major Implications OnTesting
3.1.What R Mobile Application Is?

A mobile application is vaguely defined as an apphcation
running on mobile devices and/or taking in input contextual
information. In order to improve our degree of knowledge on

the topic,I decided to analyze the role of mobility and context-
awareness onmobile applications.

In mobile computing an application is considered to be
mobile if it runs on an electronic device that may move. An
application is aware of the computing environment in which 1t
runs, and adapts/reacts according to its computing. user,
physical, or time context and traditional applications
rewritten to run on mobile devices. A direct impact on testing,
Apps for Mobile applications inherit the peculiarities of
mobile applicationsi.e mobility, autonomy, and connectivity.

3.2.Mobile Connectivity And Rutonomy
Peculiarities: mobile connectivity is one of the most peculiar,
as well as critical, characteristics of a mobile application.

Mobile applications typically connect to mobile networks,
whichmay vary inspeed, security, and reliability.

Implications on Testing: the application reli

ability,
performance, security,

and correct functioning strongly rely
on the available connectivity type. Functional and extra
functional testing has to be performed in different
connectivity scenarios and networks. Bugs related to

unreliable Wi-Fi, 3G, or Bluetooth connections have been
reported.

The mobile differently from desktop or laptop computers,
mobile devices can never rely on an electrical outlet fox
functioning. Different mobile applications may require very
different energy consumption. Considering that a 200 hours
stand-by autonomy of an iPhone 48 drops to 10 hours when a
Wi-Fi connection is enabled, and to 7 hours when a 3G
connection is active, an application requiring full time 3G
connectivity strongly impacts the device autonomy. Reduced

autonomy can be an issue autonomy improvement can
instead be a business advantage.

3.3.New User Interfaces And Kdaptation

Peculiarities: when developing a mobile application,
developers have to follow some strictly defined guidelines for
producing mobile applications GUIs. Mobile applications
may in fact look differently depending on the mobile device
screenresolution and dimension.
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Use of ICT in Teaching
Learning Pedagogy

Dr. Banta Singh Jangra
Asstt. Professor of Computer Science
Government College, Hans; (Hisar) Haryana
bsjangra@ gmail com

Abstract

Information and Communication Technology (ICT) is latest and
recent trends name of currently used computer based technology
which 15 earlier known as Information technology (IT). The Role of
[nformation and Communication Technology (ICT) in teaching
leaming process is very important for 217 century teachers and
students because after the covid-19 bad times of world peoples
without Information and Communication Technology (ICT) and its
equipments peoples are illiterate.

I. Introduction

Information and Communication Technology (ICT) a recent
technology used by al_l peoples ',mt Only.wdf’hcri’ranﬁ St;"dm"" b‘ut th.c
.l use of Information and Communication Techno ogy (ICT) is

: sed by teachers because its playing v:taI. role in modem
being U ethodology and also its attract and attention capacity to be
teaching mtudents in class room as well as online classes. Information,
creat(f(;:r:unication Technology (ICT) never replace a teacher byt it
and C

- ing and learning power in studen '
prain thinking an ts. Usin
can cr\l'xal’lc"fh‘i and multimedia (text, audio, videg &

charts, £72P ooy by a teachcr make lecture interesty
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